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Computer Use, Social Media, Email Policy  

 
The purpose of the policy is to guide diocesan staff, volunteers and contractors in order to avoid 
inappropriate or illegal computer or internet use that creates moral, legal or reputational risks.  
This applies to our computers, local area network (wired and wireless), the Internet and/or 
diocesan communications (such as email and adjunct email providers) through our computers 
(collectively referred to as “diocesan computers”) in the remainder of this document. 

 

Good and appropriate diocesan computer use includes: 

• Exercising good judgment and common sense when using diocesan computers. 
• Locking access to diocesan computers for which the user has responsibility (for example, 

by signing out or shutting it down) when leaving the office proximity (diocesan 
computers currently lock down after 30 minutes). 

• Using computers as tools to complete the tasks as outlined in the users’ job description.  
• Seeking information that supports those tasks, including YouTube posts and other sites 

that may provide answers and information.  
• Posting information to approved sources (email platforms like Constant Contact, 

Mailchimp; diocesan website, diocesan social media accounts), if authorized either by 
team leader or Communications Officer.  

• Remaining productive while using the Internet. 
• Using strong passwords and keeping them secret at all times. 
• Limiting computer use for personal use, realizing that diocesan staff may work extended 

hours.  
• Logging into diocesan accounts only from safe devices (if off-site for example). 
• Downloading only material that is relevant to the users’ assigned tasks.   
• Restricting the sharing of confidential or sensitive information to authorized and 

approved recipients only. 
• Only downloading copyrighted material and software that has been purchased or 

permitted.  
• Only running executable programs that are known to be safe or, if unsure, have been 

vetted and/or approved by diocesan IT consultants.  
• Respecting and protecting the hardware and software of parish computers.  
• Accessing social media accounts, while conforming to the Social Networking Policy 

component of this policy: 
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Social Networking Policy 
 
Social media such as Instagram? Facebook, Twitter, Pinterest and YouTube (currently diocesan 
YouTube and Vimeo posts are unlisted and are used primarily as a free platform for diocesan 
communications videos) have expanded the Diocese’s capacity to inform, equip and inspire bishops, 
clergy and lay people; invite seekers to our churches; and raise our profile in the community. The 
Diocese’s official social media channels are managed or have been permitted and /or registered 
through and/or by the Communications office, in accordance with a social media strategy that 
supports the Diocese’s mission, plans and priorities. Other departments that would like to have 
their initiatives and events included in the Diocese’s social media platforms are invited to contact 
the Communications Officer. This includes Unit Groups or any Related Groups that are maintained 
through diocesan funding and diocesan human resources.  
 
In addition to the Diocese’s official social media channels, employees and volunteers of the Synod 
Office may use social media in the course of carrying out their work duties, (an example would be 
creating a Facebook page or group for a specific area, if you think this will be beneficial for 
promotion.) However, employees and volunteers are asked to inform the Communications Officer of 
their intention to do this. The Communications Officer will secure permission from the Executive 
Archdeacon. This procedure allows staff to take advantage of existing resources, reduces 
duplication of effort and, most importantly, avoids potential legal violations and embarrassment. 
 
Employees and volunteers are reminded that any internet and email use taking place on the 
Diocese’s computers, including social media use, may be monitored. 
 
If a user creates a social media account for work purposes, he or she should document the log-in 
information (username and password) and share it with their team leader so that work can 
continue in their absence. In the case of something like a Facebook fan or business page, additional 
users (colleagues, volunteers, contractors) may be added as administrators of that page.  

 
Employees and volunteers of the Synod Office are asked to adhere to the Diocese’s branding 
practices when using social media for work purposes, especially as they pertain to the use of the 
Diocesan Badge. If you have questions about this, please contact the Communications Officer.  

 
If a user creates or comments on blogs, posts a LinkedIn profile, uses Facebook and/or participates 
in other online media (i.e. Twitter, Wikis, Pinterest, blogs, chat rooms, Internet forums, electronic 
mailing lists, etc.) and his or her profile identifies him or her as working for or representing the 
Diocese of New Westminster, the user must be aware that the social media activity may be 
associated with the employer and must follow these guidelines: 

 When using social media for work purposes, employees and volunteers should 
clearly identify their name and their position with the Diocese in all 
communications 

 Maintain confidentiality with respect to employers, staff, volunteers, contractors 
and our operations. Communications pertaining to matters affecting the 
Anglican Church and the Diocese are the responsibility of the Bishop, the Privacy 
Officer and the Communications Officer. 

 Do not post or publish anything that you would not want to be viewed by  
        anyone who has access to the Internet. 
 Make it clear that any ideas you are expressing are you own and not  
        necessarily those of the Diocese. 
 



2019.10.30 

 
 

 Be sensitive to how your comments may be viewed by members of the   
Diocese and the public.  If in doubt check it with your team leader. 

 Be respectful of your colleagues, and the members of our 
community. Do not infringe anyone else’s copyright. all employees and 
volunteers using social media must respect copyright laws, licensing agreements 
and other intellectual property rights. As well, they are subject to federal, 
provincial and municipal legislation regulating internet use, including the 
provisions of the Criminal Code regarding obscenity, child pornography and the 
incitement of hate. Other laws may also apply, such as laws regulating the 
activities of charities. Employees and volunteers who are uncertain about 
applicable laws are asked to speak with the Communications Officer before 
using social media for work purposes.  

 Do not expect an anonymous contribution to stay anonymous. 
 Get written approval from team leader and/or the Communications Officer 

before you launch any blog which is related to your work and/or ministry.  

Synod Office staff, volunteers and contractors exercising common sense and good moral 
judgment will likely not violate the following, but they are listed as examples of 
inappropriate use of diocesan computers:  

• Violating of any of the above expectations for good and appropriate diocesan computer 
use. 

• Invading another person’s privacy and sensitive information. 
• Visiting potentially dangerous websites that can compromise the safety of our network 

and computers. 
• Performing unauthorized or illegal actions. 
• Disabling, deactivating or re-configuring anti-virus or encryption settings and firewalls 

without permission and/or approval of Diocesan or contracted IT support. 
• Being judicious and respectful about using diocesan computers for private business 
• Causing diocesan computers to be infected by viruses, worms or other malicious 

software. 
• Sending offensive or inappropriate communications from a diocesan computer. 

Employees who do not conform to this policy may face disciplinary action. Serious violations may be 
cause for termination of employment, and/or legal action when appropriate.  

PHISHING, SPOOFING AND FRAUD 

Nuisance emails, trojan horse emails containing viruses, solicitations, threatening emails, fraudulent 
emails have been part of the email culture since the early 1990s. However, beginning in 2017, the 
Diocese of New Westminster began experiencing a series of fraudulent emails sent to various 
cohorts in the diocese from an email address that identified itself as being from the bishop. These 
emails were increasingly sophisticated and one such campaign specifically targeted email addresses 
at Christ Church Cathedral addressing the recipients by name and asking for them to respond. 
These emails were sent under the auspices of being direct communications from the bishop. Months 
later a similar campaign targeted members of Synod Staff.  

Receiving an email from the bishop or someone else in leadership is compelling but that is of course 
the desired effected of the phishing fraudster. 
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Here is some general information: 

What is Phishing? 

Phishing is a general term for e-mails, text messages and websites fabricated and sent by criminals 
and designed to look like they come from well-known and trusted businesses, financial institutions 
and government agencies which attempt to collect personal, financial and sensitive information. It's 
also known as brand spoofing. 

Characteristics 

• The content of a phishing e-mail or text message is intended to trigger a quick reaction from 
you. It can use upsetting or exciting information, demand an urgent response or employ a 
false pretense or statement. Phishing messages are normally not personalized. 

• Typically, phishing messages will ask you to "update", "validate", or "confirm" your account 
information or face dire consequences. They might even ask you to make a phone call. 

• Often, the message or website includes official-looking logos and other identifying 
information taken directly from legitimate websites. Government, financial institutions and 
online payment services are common targets of brand spoofing. 

Catch phrases: 
• E-mail Money Transfer Alert: Please verify this payment information below… 
• It has come to our attention that your online banking profile needs to be updated as part of 

our continuous efforts to protect your account and reduce instances of fraud… 
• Dear Online Account Holder, Access To Your Account Is Currently Unavailable… 
• Important Service Announcement from…, You have 1 unread Security Message! 
• We regret to inform you that we had to lock your bank account access. Call (telephone 

number) to restore your bank account. 

In some cases, the offending site can modify your browser address bar to make it look legitimate, 
including the web address of the real site and a secure "https://" prefix. 

Information sought: Social insurance numbers, full name, date of birth, full address, mother's 
maiden name, username and password of online services, driver's license number, personal 
identification numbers (PIN), credit card information (numbers, expiry dates and the last three 
digits printed on the signature panel) and bank account numbers. 

What your information could be used for: Phishing criminals can access your financial accounts, 
open new bank accounts, transfer bank balances, apply for loans, credit cards and other 
goods/services, make purchases, access your personal email account, hide criminal activities, 
receive government benefits or obtain a passport. 

The type of email most relevant to diocesan communications is the one referred to in the first bullet 
point under the “Characteristics” heading.  

Emails from Synod personnel communicating with others in the diocese about diocesan business or 
because of the diocesan connection will only ever be generated by the vancouver.anglican.ca suffix. 
If you receive one of these suspicious emails or if someone you know contacts you about receipt of a 
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suspicious email do not open or respond to the email. Please take a screenshot and notify the 
diocesan Communications Officer immediately about the phishing. 

In the past the more heinous and deceptive of the phishing emails have been reported to the 
Canadian Anti-Fraud Centre, http://www.antifraudcentre-centreantifraude.ca/index-eng.htm or 
reported to Google as the majority of the personalized phishing emails reported from diocesan 
recipients have been from the .gmail.com suffix. 

If you find that your diocesan email address has been compromised, please contact the 
Communications Officer immediately who will then contact the diocesan IT professionals for 
immediate action. 

 As digital communications technology evolves, phishing will likely become more sophisticated. 
However, strategies to deal with this problem will also develop, therefore the diocese urges 
everyone to educate themselves about the potential problem and keep up-to-date. A good strategy 
is to ask a question through a web search engine like “Google” along the lines of: “How do I report a 
phishing email received in my Outlook account (or gmail account etc.)?” Look for the most recent 
information on the subject and follow a strategy that may help alleviate your issue. 

 

 

NOTE: This Diocesan Policy Manual section has been created in part by using content and information 
shared by the Parish of St. Cuthbert, Delta; Chancellor of the Diocese of New Westminster, George 
Cadman, QC, ODNW; and the Anglican Diocese of Toronto. 
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